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Best Practice for Securing Boomi APIs
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Boomi Integration 
Runtime

Boomi API 
Gateway

WAF

Load Balancer
Public Internet

Private Network

Load Balancer

Shared Web Server - Limit 
credentials per API
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OAuth 2/JWT
Policies

Block SQL injection and 
Cross-Site Scripting (XSS)
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Database V2 Connector approaches and "gotcha"

Does nothing 
when Dynamic 
Get

Runs SQL Query 
with Standard 
Get
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Database V2 Connector approaches and "gotcha"

● The queries are tied to the imported 
table. 

● You can not just a select statement 
and it gets executed.
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Database V2 Connector approaches and "gotcha"

Import the table with Enable 
SQL Query checked will create 
a SQLQuery element. Any 
statement with the same table 
can be executed.

Example from Map
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Database V2 Connector approaches and "gotcha"

● Queries use $ signs to 
represent variables. 

● All other operations use ?
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Data security

● Account Data Security
○ Build tab - Very little limitation.
○ Roles with Access to limit Prod.
○ Parent-Child accounts to isolate orgs

● Platform Data Security
○ Runtime polls Platform with TLS 1.2 256 bit Encryption
○ Boomi saves metadata
○ Documents are only send through the Platform when documents 

are requested by the user to view. Docs are never retained.

https://boomi.com/wp-content/uploads/Boomi-Data-Flows-Doc.pdf
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Data security
View Data



Copyright © 2025 Boomi, LP or its affiliates. All rights reserved.

Folder Permissions

Boomi is a shared development environment. Although folder permissions can be setup to restrict edit access, the 
following should be considered:

● All developers within an AtomSphere account that have been granted read and write permissions to the build 
tab will have READ access to ALL components on the build space.  All developers can:

○ Build and run any process.
○ Utilize any component.

● Folder permissions can be utilized to force developers to work in specific folders
○ Permissions do not cascade down folders.
○ Locked components can be utilized (viewed, copied, executed) by all developers, however editing or 

moving those components is restricted. 
○ Locked components can be copied (and the copied components can be edited).
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General Considerations
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Folder Permissions

● A shared folder can be utilized to share common templates, processes, profiles, services, functions, etc. for 
reusability.

● Developers can run tests using any component on the runtime environment to which they have access:
○ Developers must have access to a runtime (Atom, Molecule, etc.) to execute / unit test the process.
○ Any saved credentials in connector components would be leveraged.
○ Any overrides used in test mode by any developer would be saved and accessible to other developers 

to test with as well.
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Shared Folders & Components
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