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Business Value of MFT
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Accelerate Innovation
Eliminate time consuming legacy MFT and focus on 
agentic transformation & other key business initiatives

Simplify and Save
Consolidate MFT into a unified integration platform 
to reduce complexity and reduce TCO

Minimize Risk
Ensure technology investments align with trusted 
third-party compliance and audit standards

4

of organizations are planning 
to consolidate vendors in the 
next 12 months - CIO.com 

95%



Sync customer data 
between Salesforce 

& NetSuite

Problem: MFT as another disparate integration tool
Increased complexity and high total cost of ownership
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using ETL/ELT in 

batches

Data 
Integration

Automating purchase 
order exchange with 

retail partners

Exchanging 
documents (orders, 
invoices, shipments) 
between businesses

B2B/EDI 
Integration

Ensuring CRM updates 
are instantly updated 
in billing, logistics, etc.

Keeping a “golden 
record” source of 

truth for shared data 
across systems

Master Data 
Synchronization

Sending encrypted 
payroll files to a 

payroll processor

Securely exchanging 
large or sensitive files

Managed File 
Transfer

From Disparate Tools & Platforms…



One Platform for All Integration Styles   

Sync customer data 
between Salesforce & 

NetSuite

Connecting 
applications 
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warehouse
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analytics, often using 
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are instantly updated 
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Solution: Consolidating MFT into a unified platform
Simplify and lower total cost of ownership
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Unmanaged File Transfer
● Manage scripts created for file transfers
● Dig through log files to troubleshoot issues
● Maintain many disparate file transfer solutions

What Is Managed File Transfer?

9

Managed File Transfer
● Configure and manage file transfer workflows online
● Provide tracking, detailed reporting and real-time alerts
● Operate a single MFT solution for the organization





Copyright © 2025 Boomi, LP or its affiliates. 
All rights reserved.

Managed File Transfer (MFT) Modernization
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Transition off traditional systems and move to Boomi Managed File Transfer

Cloud-Native MFT

API First

Scalability

Seamless 
Updates

Highly 
Available

Alerting

Secure

Boomi Managed File Transfer
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Key Capabilities
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Unified Managed File Transfer

Secure, automate, and govern all your 
file-based integrations in one platform

13

● Scalability & Reliability – Move large files and high volumes 
with guaranteed delivery and automated failure handling.

● End-to-End Encryption –  Encrypt files at the file level and 
during transit, with storage encryption at rest.

● Non-Repudiation Tracking – Ensure proof of delivery and 
sender authenticity with audit logs that validate file 
transmission and integrity.

● Role-Based Access Control (RBAC) – Restrict file access and 
actions based on user roles to enforce least-privilege policies 
and reduce risk.

13

Boomi MFT eliminates the complexity and risk of enterprise file 
transfers, ensuring critical business data moves securely and 
reliably across your entire ecosystem.
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Boomi
Managed File 

Transfer

Ease of 
Use

API-Centric

Integration

• Simple to learn and manage
• No coding required
• Intuitive workflow automation

Integration

API-Centric

Ease of Use in Web-based GUI

• API-driven MFT
• Comprehensive APIs
• Data and control plane APIs

• Consolidate file-based transfers and integration in one solution
• Native Boomi Integration Service connector
• Multi-protocol client and server endpoint types

14

Unified Services
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Hybrid 
Architecture

Option

Self-Service

Security
and 

Compliance

• Cloud and on-premises integration
• Flexible data routing
• Direct connection for high compliance environments with no cloud storage

Security and Compliance

Self-Service in Web-based Partner Portal

Hybrid Architecture

• Granular permission settings
• Delegated endpoint management

• SOC 2 Type 2 certification
• Zero-trust security model
• Defense-in-depth, multi-layered security approach

15

Boomi
Managed File 

Transfer

Security & Governance for Compliance

Observability

Observability

• Real-time monitoring and alerts
• Comprehensive audit trails with detailed reporting
• Integration with monitoring tools
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Hybrid 
Architecture

Option

Automation

Guaranteed 
Delivery

Guaranteed Delivery

Automation

Cloud Native

• Scheduled and event-driven transfers
• End-to-end workflow automation
• Automated error handling and recovery

• Persistent-based cloud storage
• Automated transfer retries

16

Boomi
Managed File 

Transfer

Reliability & Scalability in File Transfer

• Scalable and resilient infrastructure
• Seamless updates, no maintenance window required
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Technical 
Overview & 
Use Cases
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Boomi Managed File Transfer: High Level View
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Administration

Cloud Deployment

Managed as a Service

Integration

Automated File Transfer File Sharing

HTTPS 
FILE

SHARING
SITE

Cloud-Native Architecture

FILE EXCHANGE ACTIVITIES FILE EXCHANGE ACTIVITIES

MANUAL 
UPLOAD

SFTP 
SERVER

HTTPS SFTP 
SERVER

MANUAL 
UPLOAD

SFTP 
CLIENT
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SMTP REST APIREST API

Hybrid Architecture | Cloud to Cloud

Source Data Channel

Target Data Channel

        
SFTP SERVER

SFTP CLIENT

CORPORATE 
NETWORK

        

Integration Layer Email Alerts SIEM & Remediation

HTTPS/
SFTP/FTPS

Sources

        

Target

SFTP SERVER

SFTP CLIENT

Centralized Control 
Management

Activity Log

Automated Transfers
File Processing

Boomi Managed File Transfer

!* Solid lines show direction of file-based data flow
* Dotted lines show direction of connection

HTTPS/
SFTP/FTPS
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SMTP REST APIREST API

Hybrid Architecture | Cloud to Local/Corporate
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Source Data Channel

Target Data Channel

MFT Runtime Control 
Channel
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HTTPS/
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Sources
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MFT Runtime
(Optional)

File 
Share

Server Cloud 
Storage

SMB/NFS/
SFTP/FTPS/FTP

SMB/NFS/
SFTP/FTPS/FTP
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Management

Activity Log

Automated Transfers
File Processing

443

Boomi Managed File Transfer

!

        File 
Share

Server Cloud 
Storage

* Solid lines show direction of file-based data flow
* Dotted lines show direction of connection

HTTPS/
SFTP/FTPS
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SMTP REST APIREST API

Hybrid Architecture | Within Local/Corporate
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Boomi Managed File Transfer

!

        File 
Share

Server Cloud 
Storage

* Solid lines show direction of file-based data flow
* Dotted lines show direction of connection
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SMTP REST APIREST API

Hybrid Architecture | Direct Connection by MFT Runtime
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Source Data Channel
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Boomi Managed File Transfer
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* Solid lines show direction of file-based data flow
* Dotted lines show direction of connection
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Boomi Enterprise Platform with Managed File Transfer
EXTERNAL 

CONNECTIONS

REMOTE LOCATIONS

MANAGED FILE TRANSFER INTEGRATION PLATFORM

API

FILE TRANSFER FLOWS

FILE TRANSFERS

ENTERPRISE

CRM

ERP

BI

FILE REPOSITORIES
MFT RUNTIME

BOOMI MFT CONNECTOR

DATA CHANNEL, FILE TRANSFER 

PROGRAMMATIC CONTROL &
REPORTING OVER REST API

MFT

CONTROL CHANNEL

DIRECT FILE EXCHANGE

CLOUD ORCHESTRATION & REPORTING OF INTERNAL TRANSFERS

EVENT TRIGGER

MFT

BOOMI PROCESS

BOOMI MFT CONNECTOR

BUSINESS 
APPLICATIONS

LEGEND

INTEGRATED
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Boomi Enterprise Platform for B2B (MFT & EDI)
EXTERNAL 

CONNECTIONS

REMOTE LOCATIONS

MANAGED FILE TRANSFER
INTEGRATION & 

AUTOMATION

API

FILE TRANSFER FLOWS

FILE TRANSFERS

ENTERPRISE

CRM

ERP

BI

FILE REPOSITORIES

MFT RUNTIME

BOOMI MFT CONNECTOR

DATA CHANNEL, FILE TRANSFER 

PROGRAMMATIC CONTROL &
REPORTING OVER REST API

MFT

MFT DIRECT FILE EXCHANGE

MFT CLOUD ORCHESTRATION & REPORTING OF INTERNAL 
TRANSFERS

MFT

INTEGRATION  PROCESSES

BOOMI MFT CONNECTOR

BUSINESS 
APPLICATIONS

LEGEND

MFT INTEGRATED

B2B / EDI MANAGEMENT

MFT

BOOMI MFT CONNECTOR (CY26 Q2)

B2B / EDI  PROCESSES

EDI INTEGRATIONS

MFT INTEGRATED
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Boomi MFT Concepts | Source and Target Endpoints

SFTP CLIENT SFTP SERVER

HTTPS 
MANUAL 
UPLOAD

MFT RUNTIME

MFT
FILE SHARING

SITE

Thru FTPS Server

External FTPS Server

Thru SFTP Server

External SFTP Server 

Thru HTTPS Web UI Upload

File Share / Thru Node 

Amazon S3

Azure Blob

Thru iPaaS Connector

Thru File Sharing Site

SharePoint

Google Cloud Storage

Azure Files

Thru FTPS Server

External FTPS Server

Thru SFTP Server

External SFTP Server 

Thru HTTPS Web UI Upload

File Share / Thru Node 

Amazon S3

Azure Blob

Thru iPaaS Connector

SharePoint

Google Cloud Storage

Azure Files



Boomi Managed File Transfer Demo

High Level Application Concepts

● Flows
● Organizations
● Endpoints
● Flow Endpoints

Beyond simple flows, the platform supports more advanced routing, multi-endpoint distribution, and 
conditional logic, enabling complex workflows without scripting.

Integration Layer 
The integration layer utilizes Boomi infrastructure to enhance basic file transfers with intelligent data 
processing, automated workflows, and seamless enterprise application connectivity.

Simplify file transfers between organizations through a highly intuitive, click-driven interface. 

27



User-friendly portals for ad-hoc or manual uploads.
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Security & 
Resilience 
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Managed File Transfer (MFT) Modernization

30

Transition off traditional systems and move to Boomi Managed File Transfer

Cloud-Native MFT

API First

Scalability

Seamless 
Updates

Highly 
Available

Alerting

Secure

Boomi Managed File Transfer

XDR Integration: Unified threat intelligence, endpoint security, and SecOps.

MFT Access Control: Enforced IP whitelisting for all SFTP connections.

Hardened Attack Surface: Traffic restricted to ports 443, 21, and 22.

Continuous Maintenance: Zero-downtime patching for a maximized security posture.
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▪ Satisfy strict cyber security 
requirements where multi-tenant 
is not an option.

▪ Infrastructure requires time to be 
deployed and tested.

▪ Extended detection and response 
(XDR) includes cloud security, 
threat intelligence, endpoint 
security and security operations.

▪ Benefit from economies of scale by 
sharing the cost of infrastructure 
with other tenants.

▪ Storage accounts are logically 
separated per customer.

▪ Environment is already deployed 
and ready to use.

Multi-Tenant
Boomi Managed Azure

SaaS

Dedicated Tenant
Boomi Managed Azure or 

AWS

SaaS

Deployment Options

31



Copyright © 2023 Boomi, LP or its affiliates. All rights reserved.

Multi Tenant Boomi MFT Regions
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Azure 
US

Dev

Test

Prod

Azure 
UK

Dev

Test

Prod

Azure 
DE

Dev

Test

Prod

Azure 
AU

Dev

Test

Prod
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Resilient Data Center Zones

Within supported regions, there exist three (3) separate 
availability zones consisting of discrete data canters with 
independent infrastructure. Thru architectures span 
workloads and resources across these isolated zones to 
achieve resilience from potential zone-level outages or 
disasters.
Resilient Storage

Thru utilizes Zone Redundant Storage (ZRS) which 
synchronously replicates data across three availability 
zones in the primary Azure region. Each zone operates on 
independent infrastructure pillars mitigating impact from 
localized disruptions. ZRS provides >= 99.9999999999% 
(12 9's) durability for storage resources over one year.
Resilient Databases

Thru databases leverage Azure SQL Managed Instance and 
MongoDB configured for geo-redundant storage, with 
data continuously replicated to a paired region.

Zone 2Zone 1

Zone 3

Region US Central

Zone 2Zone 1

Zone 3

Region UK South

Zone 2Zone 1

Zone 3

Region DE West

Zone 2Zone 1

Zone 3

Region AU East

MFT Regions & Availability

33

Resilient Configuration



Next Steps
Hands on MFT Workshop - Aug 13th  (90 Mins)

You'll learn how to build fast, secure, and automated file 
systems from scratch—and test them out in real-world 
scenarios 


